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1 Overview

FORCAM provides companies with all the information they need to control and optimize their
production. The modular IloT solution FORCAM FORCE IIOT is as flexible as the needs of customers.
With a variety of production apps, FORCAM helps companies to make their processes more
transparent and improve their workflows. In this way, companies create the basis for optimization
measures and sustainable success, thereby ensuring their competitiveness.

FORCAM is always endeavored to optimize the solution FORCAM FORCE IIOT further, to enrich it with
functions, offering customers consistent growth and greatest possible use. For this purpose, several
releases are published throughout the year.

This document lists functions that have been added or changed during the 5.12.8 release. It serves as
an overview of the most important features to use FORCAM FORCE IIOT in the best possible way.

Detailed descriptions of the individual functions can be found in the respective product
documentation.
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2 FORCAM FORCE I1OT Common

2.1 Full Connectivity between FORCAM FORCE EDGE and lloT

Affected module Affected area Status
SFT Configurator FORCAM FORCE EDGE Instance New
FFWorkbench

Path: Configurations > FORCE EDGE Instance

New configuration has been added for configuring FORCE EDGE instances which is under
Configurations > FORCE EDGE Instance.

#® » Conhgumbons 3 RORLL LUGL mstance

Na'u'igac-:::-r

Syshem

| ngan Tage Confguetinn FORCE EDGE Instance

Ec mers

Shapfioar Temming || Bl Pascimray | eranee sl | Wrkpilia
Edge Mtarca 1 Trrrrriss s S 0]
FORCE EDGE Instance
Biige bislgra= 2 somsssasaann a. 3
Terminal Meszageng Edaes instarcs 3 ﬂ ]

AP Fets

Discokingy Typers

User can add new EDGE instance by pressing + button. After adding/editing/deleting new EDGE
instance user must press the save button in order to save all the changes.

FORCE EDGE Instance

Matiid ..:J"":.I -<_.! e _:. .'-4-._'. i | Lss e :"c:l::'f-_\_..!" | :I:-l_.t ..a::-\.! _-'\.'-'."i-..'ls_-.-_:l,-.:
Edoe Instancz 1 feedgeinfratestnortheursoecloudapp.azure cam EI0E1 testEimailoom  sssssssascennin Q o
E|..1l.'_.|c I-|.-:|-|:\cl 1 53’.'.35.211..1'." - 5-3231 .'.Ef:l.Elr.ﬂ.:iLl:DT- 0 E

L .Ed;v.' Instance 3 . 12534 l:'JII:'SC i Q ¢

FORCE EDGE Instance

Name Edge IP address
Edge Instance 1 fcedgeinfratest.northeurope.cloudapp.azure.com
Edge Instance 2 ‘ 137.135.211.17

P | Edge Instance new | 11.2.0.34
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User can delete new EDGE instance by pressing - button.

FORCE EDGE |nstance

b i b = addras "' port Uscrnama | PasomErm Irstanoc-siaties Earamiscelt
Lo tstaree 1 foogeniratost ne Rhouropa CoUCapa.ITUr o, L0001 test@maloom | ----mmmsermmeees G Q
| Bilig= Frslgrae 2 13793521117 BOOBL  fmst@mailom | eesssse e ﬁ a
¥ | Ldge tstaree 4 11204 LT Y [+ 3 [

RN

testi@mail.com e —— ﬂ

If an EDGE instance is marked as deleted that is referenced by some workplaces, then a warning is
displayed. The deletion can now be proceeded or canceled.

BO0E1 testimmail.com A

|
Warning

The selected EDGE Instances are used by 4 workplaces.
Froceed with the deletion anyway?

Ok Cancel
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Editing can be done directly by selecting the row and can be changed according to the user. If the
EDGE instance is reachable/available, then Open EDGE Instance context menu action is available and
user can open the EDGE instance in different tab by clicking Open EDGE Instance context menu
action.

Eageieseres 1 ket rotesrepackdinT anvecan S8 resreeelooes

Qom [rge reane

Edguirstarce d Ci] el

oolo;

Tige iratarens v nznn wm

There are some corresponding validations also included. For instance, if IP address and port number
is missing or invalid, EDGE instance name is missing, etc. Some of them are shown below:

> Configurations 3 FORCE FI6GF Instance

Marme Edge IP address Edge port Username
Edge Inslanas 1 leedgeinlratestnorthewope doudags.azures | 0051 Last@rnail.com
Edge Instance 2 13713821197 Bl0E1 tast@rnail.com
Edge Instance 3 11.2.0.34 S00E0 3
E Torcarm.corm 1 ]

4 250,395 44 al

L i’

Edge instance name is missing [

‘ﬂ" > Configurations » FORCE EDGE Instance

<

FORCE EDGE Instance

MName Edge IP address Edge port
Edge Instance 1 fcedgeinfratest.northeurope.cloudapp.azure. | 60031
Edge Instance 2 137.135.211.17 60081
Edge Instance 3 11.2.0.34 50080
a forcam.com 1
} | a new instance [ ICI
N

| Edge instance IP address is missing or invalid |
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Only Instances with an established connection can be saved. If the status changes later (e.g. EDGE
instance maintenance) the user can see it in the Instance Status column.

Path: Master Data > Workplace Configuration

A new option to assign EDGE machines has been added in Master Data > Workplace Configuration.
The column Machine Name has a new option Assign Edge Machine.

Machine Name  Machine Descrip

M100 * @ MA100

Add New Machine

Add Existing Machine

Assign EDGE Machine

The dialog for selecting an EDGE machine is a tree dialog where only single select is possible.

. o o
FORCAM EDGE machine

Searcn EDGE machine C{
ELNGE instarce/modefmachine Extarmial machine [l Seral numbe Description
w fredgeinfratest northeurope.doudapp.azue.com

> FC-Edge-Maode-Ky

b FiZ-Edyse-Unix

v 11723 _ 2132 |
700 S54TR54251
SfTesl 123454
WINDCWS REC PLUGIMN TEST ATS-000-000-111A8  ATS-000-000-117AR
K Cancel
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If an EDGE Machine is selected that is unknown to our lloT system, then a name and description is
generated. The name is generated in the pattern Edge Node - Machine Name (e.g. FC-Edge-Unix -
H123) and the description is a standard description (EDGE Machine) that can be changed afterwards
if needed. If an EDGE Machine is assigned, some configuration gets deleted. If any of those
configurations has values in it, then a warning message is displayed to get a confirmation that some
configurations are removed from the workplace.

FC-Edge-Node-RV
- Ed g Lt
Warning

v H123

5700 Assigning a EDGE machine is going to delete the DCU
S7Test Controller, DCU Head Controller, DACQ Script, DACQ
Configuration and DNC Path. Proceed anyway?

WINDOW,

QK Cancel
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The same Assign Edge Machine option with the same behavior is available within the Create
Workplace-Ul while adding a new workplace.

The configuration for DCU Controller, DCU Head Controller, DACQ Script, DACQ Configuration and
DNC Path is also disabled afterwards when an EDGE Machine is assigned. In the Workplace
Configuration the Context menu to do that is not available and in the Create Workplace Ul the tabs
with these configurations are not visible.

To Filter the EDGE Machines, a new search filter option has been added. The filter option is not
activated in the default configuration. To make the filter available, it needs to be configured in search
filter configuration.

Edit Configuration )
Righl Table Culumr Conliguation Selected Available i
Left Tahle Column Configuration Warkplare Mame 45
Seaschilter cantinuration Machine Mame a3
Confiqure Search Cptinns Typ= _ 3

Incorporate into arganizational hier.. ald
ERF #gns 3
Bocking Active . & 7
ERF Upload Active _ 2
Termplate Continuratinns ! .':E
B | Assigned Clampings

k| CDGL Machine

Toubomesnt Mumber
Ripce Tirne Factor

. Shif Dielete Servics Active
Tirne zoae

Werkplace Description -

Canosl

While opening the filter, the same tree dialog box is displayed as the one which was shown while
assigning an EDGE machine. Multi-selection is possible to select edge machines/nodes/instances for
filtering.

v FC-Edge-Unix

v H123 2132
v 5700 5547854251
° ¢ STTest 123454

WINDOWS_RPC_PLUGIN_TEST| ATS-000-000-111AB | ATS-000-000-111AB
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The validity of an assigned Edge machine to workplace can be checked via button Validate Edge
machines.

'H' » Macler Data > Wodkplace Conlwyguralon » Workplace conliguialion

<

Waorkplace Mame = ‘Wiorkplace Description

100 @ Workplace 100

00 B wWorkplacez0o

300 @ Workslacaldld

BO130 @ 503

w0270 2 BO7

0S40 @ MEO

0341 @ Workolaca with non-daf
B340 @ ms02

Lo520 F a0z

If all the assigned machines are validated successfully, a user acknowledgement is displayed in the
message bar. Otherwise, a popup containing the workplace names and assigned Edge machine
names (which are not validated successfully) are displayed.

'| Invalid Edge machines

The following EDGE machine(s) failed to connect:

s 200 -= InfraTest - MODBUSTEST
100 -> FC-Edge-Unix - WINDOWS_RPC_PLUGIN_TEST ne W
b 300 -= InfraTest - SIEMEMSSTTEST

kolacy

. oK klacs

Tmuu | TraTTITTEwvoTkR 3y
T
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FFWebservices

Command API

Special BridgeAPl commands have been implemented to simplify the integration with the EDGE. The
commands are only meant to be used internally and are therefore not officially documented.

It is mandatory to configure FORCE in a way that the commands can be interpreted unambiguously.

The following commands can be sent to the command API.

Machine Count Command

{
"machineNumber”: "R_M_04",
"count": 2,
"counterNumber": 0,
"type": "MACHINE_COUNT_BY_MACHINE_NUMBER"
}
Machine Quantity command
{
"machineNumber”: "R_M_04",
"quantity": 2,
"qualityDetailCode": "Y1", // optional
"type": "MACHINE_QUANTITY_BY_ MACHINE_NUMBER"
}

(@ If qualityDetailCode cannot be resolved, the fallback is always Default: YIELD.

Machine State Command

{
"machineNumber”: "R_M_04",
"machineStateId": "DOWNTIME",
"machineStateDetailCustomerCodes": ["200"], // optional
"type": "MACHINE_STATE_BY MACHINE_NUMBER"

}

(D If machineStateDetailCustomerCodes cannot be resolved, the default fallback is in case of
PRODUCTION: PRODUCTION, in case of DOWNTIME: UNDEFINED STOPPAGE.

Machine State Revision Insert Command

{
"insertionTimestamp": "2017-05-03T15:42:49.622+0200",
"machineStateCommand": {
"machineNumber": "R_M_e4",
"machineStateId": "DOWNTIME",
"machineStateDetailCustomerCodes": ["200"], // optional
}J
"type": "MACHINE_STATE_REVISION_INSERT BY_MACHINE_NUMBER"
}

(1 If the machineStateDetailCustomerCodes cannot be resolved, the default fallback is in case
of PRODUCTION: PRODUCTION, in case of DOWNTIME: UNDEFINED STOPPAGE.

Machine Stroke Command

{

"machineNumber": "R_M_04",

"strokes": 2,

"type": "MACHINE_STROKE_BY_MACHINE_NUMBER"
}
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FFTracing

Virtual Process Image (VPI) Configuration (New Office)
User can configure the Force Edge Node controller/signals in VPI to capture the trace or process
data. If the workplace has the Edge Machine, then user can configure it.

Controller signal selector

v |IOT_cor
PROD
1

2 elements found

Trace Acquisition

Based on the VPI configuration trace acquisition will make the connection to Force Edge Node Active
MQ and read the signal data for processing. Depends upon the configuration trace capture the data
either as Process Data or Trace Data.

Add following in “activemq.server.deserializationWhiteList” of the common properties:

activemq.server.deserializationWhitelList=com.forcam
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3 Platform and Connectivity

3.1 Server-side background activity via BridgeAPI

Affected module Affected area

BridgeAPI FORCAM FORCE Simulator New

The BridgeAPI model is extended with new properties to match the capabilities of the MDC
simulator.

API changes

"activityIdentifier"” is now a mandatory field
"relationIdentifier"” is mandatory, if the relationType is TERMINAL or WORKPLACE

"relationType" can be WORKPLACE, TERMINAL or the new UNRELATED type, which can be used to trigger a
background activity

"prioritize" was introduced to configure if the internal processing of this activity event should be
prioritized

"eventScope" can be EXTERNAL (default), the new scopes are: DACQ, TRACE, SERVER_SIDE_ACT or
STATUSBAR_MESSAGE

"modificationType" UPDATE (default), new types are: NEW, DELETE
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il Appendix

Abbreviation/Term Meaning

API Application Programming Interface
DACQ Data Acquisition

DCU Data Collection Unit

DNC Distributed Numeric Control

MDC Machine Data Collection
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