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1. Industrie 4.0 and IIoT

The use of Internet technologies in manufacturing companies has been accelerating internationally for around 
ten years. This development, known as digital transformation, is shifting the foundation of the manufacturing 
industry. Digitization impacts virtually every sector, changing value creation processes and redefining the 
boundaries of competition.

The digital transformation of industry i.e., the digital networking of parts, products, processes and systems is 
summarized in the German-speaking world under the generic term “Industrie 4.0”. However, in the English-
speaking world, it is known under another name, “The Industrial Internet of Things” (IIoT).

IIoT is a concretization of “The Internet of Things” (IoT), a common term in the U.S. which describes the 
connection of all devices that can be equipped with sensors and connected to the internet. While IoT focuses 
on the communicative benefits for consumers as well as the economic benefit for providers, IIoT asks what 
benefit a manufacturing company can reap by using appropriate IIoT technologies. 

Basically, in IIoT system architectures, the machines, production systems, and IT systems of a plant are 
networked together to positively affect resource efficiency, productivity, and costs. To do so, IIoT solutions 
must be able to complete complex tasks. They should enable both horizontal networking on the shop floor 
level and vertical integration with ERP/SAP systems (top floor) while networking with current and future third-
party systems.

The term “Industrial Internet” describes a required physical connection of machines, systems, and production 
systems to IT platforms based on established Internet technologies, such as cloud solutions.
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2.    In Practice – Ideal and Reality

Ideal

The process of digital transformation in a factory can be broken down into two basic phases.

• The first step is to create transparency. The most efficient way to do this is to collect large amounts of 
data (Big Data) on a central IIoT platform and turn them into usable data (smart data). For this to take 
place, relevant data must be recorded, normalized, and meaningfully evaluated. In addition to networking 
horizontally, vertical networking with corporate planning systems (ERP/SAP) should also take place. The 
result is new, real-time visibility of all processes – the key requirement for eliminating waste, errors 
and unwanted downtime while at the same time achieving the desired effect on resource efficiency, 
productivity and costs. In many companies, this step is ideally carried out in a pilot area, so that all new 
processes are “debugged” while normal production continues undisturbed.

• The second step is all about an integrative rollout of the new, digitally-controlled production across all 
locations. The complex connection of all required machines, applications, and systems to a new IIoT 
platform should be completed in multiple steps. Finally, the state of total production can be monitored in 
real time in the new virtual IT environment on all existing terminals. In addition, the later connection of 
further internal and external systems is possible.

Figure 1: Connectivity in the Digital Factory

Step 1: Efficiency through Connectivity and Big Data Step 2: Integration of all components
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Reality

In implementing Industrie 4.0 projects, there is often a lack of clearly defined options for action and well-
proven plans for effective implementation. This manifests itself in the following observations:

a. Solution scenarios are insufficiently networked with each other and do not allow continuous visibility.

b. There are only a few actual automation scenarios of entire workflows or processes that currently exist.

c. Individual IT architectures have been quite practical and have evolved, mostly heterogeneous
    machinery for every company.
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3. IIoT vs. MES: Two Paradigms

In the German-speaking world, an IT sector has emerged that is known under the collective term, 
Manufacturing Execution System (MES). The emergence of the MES market dates back to the 1900s. Since then 
hundreds of suppliers have established themselves in the industry. The goal was, and is, to provide companies 
with complete Business Data Collection (BDC) as to enable them to achieve increased speed and efficiency in 
production.

The objectives of MES are very similar to those of IIoT solutions. However, the MES market has been clearly 
confined to the German-speaking world despite the political and organizational efforts in Germany to promote 
it along with the internationally recognized IIoT since 2011.

A look at Bundeswirtschaftsministerium’s (German Federal Ministry of Economics) definition of this subject 
may shine some light on the situation.  “In Industrie 4.0, production meshes with state-of-the-art information 
and communication technology. After the steam engine, assembly line, electronics and IT, intelligent factories, 
or so-called “Smart Factories”, are now driving the fourth industrial revolution. Intelligent, digitally networked 
systems provide the technical basis for this movement. This can create intelligent value chains that also include 
all phases of the product’s lifecycle.” http://www.plattform-i40.de/I40/Navigation/DE/Industrie40/WasIndustrie40/was-ist-
industrie-40.html 

The definition focuses on “intelligent, digitally networked systems”. Conversely, this means that only IT 
solutions that are capable of bringing together many IT components into digitally networked architectures are 
sustainable for the future. The pre-requisites include technologies that are characterized by their flexibility to 
create transparency – even in historically grown heterogeneous machine parks—and to make new IT modules 
and programs capable of being integrated through open interfaces. (Dimension 2).

Tabel 2.2 Comparison of an IIoT Platform with classic MES



© 2017 Information Services Group, Inc. All Rights Reserved.                 6

Intermediate Result

Modern production data collection can no longer be based solely on collecting data in closed IT systems from 
a single manufacturer. Rather, flexible, modular, and fundamentally open solutions are needed to exploit 
the large and great opportunities of the digital age and networked manufacturing. IIoT platforms have open 
interfaces for the loose coupling of acquisition systems and applications. Today there is an alternative to MES, 
in which the production data acquisition and the applications based on it are merged into a monolithic system. 

IT vendors must address the new key requirements for multi-dimensional flexibility and interoperability of 
their offerings. With production data acquisition in the MES system, only the applications of the respective 
MES system house are available to the manufacturing company. The smartphone market has shown that 
there are no longer any providers who only grant their own apps access to the smartphone. Similarly, vendors 
of production-related IT solutions, who continue to cling to the MES school of thought, could soon be 
overwhelmed by the current developments in the age of Industrie 4.0 and IIoT.
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4. IIoT: Principles & Requirements

Due to the growing international market pressures facing manufacturing companies in the digital age, all 
production-related IT systems must become even more competitive. IIoT offers an important key to this 
through connection to modern web technology.
Two Central Principles

A management principle in IIoT is that all production processes are subjected to end-to-end analysis. For 
manufacturing companies, it is important to ensure value-added processes from start to finish. On the IT side, 
system breaks must not be permitted, either within the factory or with business partners and customers. This 
means that systems must offer connected possibilities for simple and fast internal and external networking.
The control of a flawless value chain is a result of the core technological principle of IIoT – real-time  mirroring 
of all physical processes in virtual space (Cyber Physical System – CPS). CPS detects errors, waste, or unwanted 
downtime on all browser-enabled devices in real time and so they can be eliminated.

How these two basic tasks of IIoT can be solved is illustrated by the following figure using the example of the 
IIoT platform the FORCAM FORCETM Bridge. Top and Shop Floor are networked on one platform, as are all 
other IT systems. All applications have equal access to the production data collected in the IIoT platform.

Figure 2.1 FORCAM FORCE Bridge – Application Scenarios for IIoT
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Requirements for IIoT Solutions

The development of a market for Industrie 4.0 / IIoT solutions is a process that takes place in waves. A central 
driver is the aim of suppliers of universal standards. It is all about uniform interfaces so that different IT 
systems can be integrated into individual architectures. Most vendors in this segment use their solutions to 
serve sub-segments, while companies have a need for seamlessly-networked architectures.
Therefore, in the IIoT market, the use of open standardized interfaces has become established on an 
international level. This is, in fact, the only way to link IIoT platforms, cloud infrastructures, and Artificial 
Intelligence (AI) solutions, which are also clearly emerging in the industry.

The purpose of the IIoT targeted processing of operating data from single or multiple production sites and the 
data-side networking with the enterprise resource planning system is made possible through flexible, open, 
and modular IIoT technologies.

At the international level, platforms are used that meet the following requirements for modern, digitally 
controlled production in accordance with the two IIoT principles – end-to-end analysis and cyber-physical 
system:

• Connectivity: Hardware – it is possible to connect all systems, even heterogeneous machinery, to the 
IIoT platform; Software – horizontal networking of all shop floor systems (production) as well as vertical 
networking with the top floor (planning level – ERP/SAP). There are currently two approaches to the 
introduction of IIoT/Industrie 4.0 scenarios: on the one hand for new machines already equipped with 
sensors based on standard interfaces such as MQTT, MT CONNECT or OPC UA, and on the other hand for 
the connection of machines and systems with mostly older and proprietary protocols.

• Flexibility: Flexible responses to changes in requirements are made possible by controlling centralized 
coordination systems according to a wide variety of parameters. The supreme discipline is flexible rule 
engines, where contextual decisions are made. Only a few suppliers can do that today.

• Speed: real-time processing of all data from the (physical) factory in virtual space (cyber-physical system). 
An IIoT solution must be able to meet this high-performance requirement with growing data volumes 
(big data). In this case, in-memory technologies have been established that hold all the data required for 
processing in the main memory, so that the processing flow is not slowed down by access to external 
database systems.
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• Transparency: real-time conversion of big data (diffuse data volumes) into smart data (filtered and 
therefore, usable data volumes). IIoT technology offers convenient graphical evaluations, analysis tools and 
automated alerts, for example, when thresholds are exceeded.

• Openness: There are no access restrictions to the production data collected in the IIoT platform. This 
openness manifests itself in Open Programming Interfaces, Open API for short. Openly documented REST 
interfaces have been established that allow applications to interact with the IIoT platform (homepage of 
the Open API Initiative: www.openapis.org).  All applications access the same programming interface and 
each area is supplied with the required operating and process data. As a result, not only can all existing 
applications be supplied with the data from production today, but future cutting-edge technologies can 
also be seamlessly integrated. 

• Mobility: Location-independent shop floor terminals that can be run on all mobile devices (tablet, 
smartphone, etc.).

• Globality: Different languages, time zones, and computer clocks are supported
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5. IIoT in Practice

There are many companies in all industries where management has a clear view of digitally connected 
production and has implemented a strategy for digital transformation to ensure a competitive advantage. 
Companies such as BMW, Daimler or KRONES and suppliers such as BorgWarner or BROSE serve as examples.

At the same time, according to our market observations, some industrial companies do not yet have a master 
plan for digital transformation. The main reasons being lack of knowledge and lack of prioritization. Also, 
especially in medium-sized companies, IT is primarily seen as a cost factor and not as a value driver.

5.1. Managing Director: Initiate Paradigm Shift

Business leaders need to recognize the benefits of digital transformation if they want to stay successful 
in the long term. This is especially true against the background that there are numerous national and 
international activities of politics, associations, and chambers to this end. The Cooperation of the German 
“Plattform Industrie 4.0” is prominent with the US initiative “Industrial Internet Consortium” (IIC). Meanwhile, 
the Chinese government, like many governments in Western countries, has launched and “intelligent 
manufacturing” initiative.

For corporate management, these requirements are set by Industrie 4.0/IIoT:

• Digital networking of supply chains (suppliers), sales chains (sales and distribution), product development 
and production

• Use of production KPIs such as Overall Equipment Effectiveness (OEE) in a tactical sense (production  
optimization) and strategic business management (e.g. benchmarking of plants)

• Integrated concepts for personalization of products and flexible production (including supply chain)

• Changing working conditions with IT in production. With the entry of “digital natives” into production,  
the requirements for the use of smart IT also increase.

• Moving away from rigid, monolithic IT structures. The consolidation of IT will lead to a radical change  
of the previous automation pyramid (ERP, MES, SCADA). Applications, machines and products will be  
able to communicate with one another via open interfaces. 

• Employee involvement and training to successfully implement the paradigm shift initiated by digital       
transformation
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5.2.  IT Leader: Enable Rethinking

Digital transformation requires rethinking the classic automation pyramid through ERP, MES, and SCADA 
systems. Networking in accordance with the requirements of IIoT leads to a component architecture in which 
the applications are integrated via open interfaces.

• IT leaders must answer these questions:

• How can the previous rigid IT landscape (with a focus on ERP) be broken up?

• Which “best in class” applications are available that can be networked?

• Which applications can run in the cloud?

• Which existing applications can and must be integrated due to asset protection? What are the 
requirements for the IIoT platform?

• What data needs to be user centered to improve and increase productivity?

• How are the access rights of the production managed?

• What measures are being taken regarding data security?
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5.3 Production manager: establishing a problem-solving culture

The core tasks of a production manager include the implementation and coordination of continuous 
improvement processes and optimization measures. He must also ensure that all regulations regarding 
occupational safety and plant safety are followed. As part of Industrie 4.0, production managers are required 
to:

• Make production more flexible and more efficient

• Promote the digitization and involve the employees in a motivating way

• Overcome departmental boundaries and use the production data made available in real-time via an  
IIoT platform in total – work preparation, maintenance, design, logistics and management.

• Implement a data-driven, problem-solving culture (CIP organization)

• Introduce automation of processes without losing time and quality

• Achieve short project implementation times with quick payback

Link between management and workforce

The role of the production manager as the link between corporate management and the workforce thus 
remains central to Industrie 4.0/IIoT. The very first steps towards digitalization in the 1990s, such as Computer 
Integrated Manufacturing (CIM) and Manufacturing Execution Systems, posed a major challenge to production 
managers. Software solutions were often suboptimal for accessing production data. Messages could only be 
entered at the terminals where the software of the MES system house was preinstalled. This counteracted 
the lean principle on the production floor and the production staff was required to have an extremely high 
reporting discipline. With more flexible IIoT solutions, many things become easier. Involving the actual factory 
employees remains a central task of the production manager. 

New Licensing Options

Production managers are usually also responsible for budgetary concerns. Classic MES providers license 
software based on number of users. From an economic point of view, this often restricts the comprehensive 
use of plant data collection in production. A sensible alternative is licensing based solely on machines and 
workstations integrated via an IIoT platform.
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6. The Competition: Heated Battle in the market

6.1. Industrie 4.0/IIoT Platform Environment

Suppliers from various segments are entering the IIoT market. Classic IT pioneers are just as active as 
specialized software manufacturers from the manufacturing sector. In addition, there are users who have 
also built up a solution portfolio as a supplier, such as Bosch and Siemens. One of the leading providers in this 
segment is FORCAM.

In this year’s “Provider Lens Study”, ISG concluded that the IIoT market continues to pick up on the supplier 
side. But only a few IIoT service providers meet the stringent industry requirements. ISG identified 10 
companies in the German market as relevant suppliers for Industrie 4.0 platforms. Of these, FORCAM is 
positioned as one of five providers in the leader quadrant:

Figure 4.1: IIoT/Industrie 4.0 Competition Quadrant 
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    “FORCAM FORCETM is one of the first
    IIoT platforms and stands out
    through its functionality as a full 
    alternative to a
    traditional MES. “

   Advisor Statement

6.2. Innovations from Germany – FORCAM’s IIoT Platform

One of the few vendors already working on the next step of production process automation is FORCAM. As 
a leader in production optimization and headquartered in Ravensburg, FORCAM offers its internationally 
successful and industry accepted IIoT platform FORCAM FORCE™, currently being utilized at Lockheed Martin 
(USA), BorgWarner, FAW VW (China), and other world-renowned facilities. It distinguishes itself in terms of 
its functionality as a fully-fledged alternative to MES and can be considered the necessary next step for the 
further development of international requirements.

Distinctive Features:

• FORCAM sets itself apart from the competition with its ability to consistently process contextual knowl 
edge from internal and third-party systems in the visualization of production states. Production data  
and other value-added information are conveniently captured in real time and linked to business data  
to provide clear visualizations. In addition to the integration of ERP and PLM systems, customer-specific  
applications and third-party systems are integrated via open programming interfaces.

• Special technology features such as the Rule Engine and Open API interfaces ensure a flexible and   
scalable platform. With FORCAM’s Rule Engine, complex scenarios can be mapped, for example, to   
show the order-related machine utilization or the actual useful life of a machine, in which planned or  
intended downtimes are not included in the evaluation.

 

• The required real-time access speeds are achieved through an innovative combination of in-memory  
data processing – the direct use of the main memory for storage of data and complex event processing.

• The use of sensor data and algorithmic results allows for the creation of regular communications such  
as automated alerting. For example, it is automatically determined under which conditions sensor data  
is ignored or otherwise evaluated.
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• As a special connectivity feature, FORCAM offers a sophisticated and powerful plug-in concept for a 
wide variety of machine controls and machine types. For IIoT integration, as well as the communication 
and signal evaluation in heterogeneous machine controls, actuators, and sensors FORCAM has a special 
Connectivity Engine.

• An integral part of the FORCAM FORCE™ Bridge is the Universal Shop Floor Connectivity module. It gives 
manufacturing companies the ability to view all operational data on freely configurable web services in 
almost any manner, e.g. regardless of the access methods prescribed by the Open API. This eliminates 
transaction costs. The effort required to integrate third-party systems is also significantly reduced because 
the semantic interoperability is achieved through configuration by the IIoT platform.

• The Workflow Control Module – responsible for the configuration of the notification processes (Human 
Machine Interface) – enables the flexible design of workflows as a prerequisite for organizational 
interoperability.

   “FORCAM stands out from the crowd
   with its interoperability features and its 
   ability to connect to heterogeneous 
   machines. It ensures to provide full  
   access to  operational data for 
   utilization of third party systems via 
   OPEN API. FORCAM has created the 
   potential of an integration platform for 
   modern production.”

   Advisor Statement
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One distinguishing feature of FORCAM is the Rule Engine – the central core component for controlling 
automated workflows based on the set rules. Figure 5.1 describes the structure:

Figure 5.1: FORCAM Rule Engine - The Heart of the IIoT Platform
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6.3. References and Projects

FORCAM has verifiable reference customers confirming that productivity gains of 20% were achieved in 
less than 12 months. IIoT platform references include large corporations and SMEs, such as BAE Systems, 
BorgWarner, Hydrel, KRONES AG, and Lockheed Martin. These customers attest that the solution helped to 
significantly increase production.

As an example, Hermann Alps, production manager of the Chinese company Yanfeng, said: “FORCAM’s Smart 
Factory Starter Kit was the ideal start to Industrie 4.0. The installation and trainings were done very quickly 
within two days. The solution was immediately accepted by the workers and our efficiency has increased by 5% 
in just four weeks.

In addition, FORCAM demonstrates the efficiency of its IIoT platform through concrete customer projects for 
both large corporations and SMEs. Here are some examples:

• Hydrel: For the medium-sized Swiss company Hydrel, FORCAM has deployed an IIoT solution that links 12 
machines and 15 manual workstations with each other and with SAP ERP applications. With the help of 
preconfigured application processes (best practice), the project launch time could be limited to 8 weeks.

• KRONES: Another example is the installation of FORCAM FORCE™ for the tracking of overall equipment 
efficiency (OEE) at KRONES AG. For this application, heterogeneous machine controls (Mazak, Siemens, 
Heidenhain, and old systems) as well as SAP/ERP level had to be integrated. The aim of the digital 
transformation was to support the continuous improvement process with SMART DATA. FORCAM has 
created a data-driven problem-solving culture. The result impressed. Roland Sommer, Head of Global SCM, 
confirms that OEE utilization has increased by 11% during the four-month trial period.

• NSG (Nippon Sheet Glass): NSG also uses FORCAM’s Industrie 4.0 platform to increase productivity and 
ensure traceability of parts. There are 100 systems integrated at the Miles site (USA). The special challenge: 
to integrate the data from a wide variety of plant control systems with data from an obsolete SAP/ERP 
system.

• ZF Steyr: At this ZF Group company a pilot was used to demonstrate FORCAM’s Smart Factory Starter Kit 
and to prove its technical and implementation abilities as well as the advantages of real-time data for the 
CIP organization. A data oriented, problem-solving culture for overcoming departmental boundaries has 
been successfully created. The result, according to Project Manager Johannes Vogl: “We have exceeded our 
project goal of at least a 5% increase in output.”


